A message from Computer Troubleshooters – May  2003
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Data Protection and Back-Up - Our Experience

We have many years experience in supporting and maintaining computer systems for a variety of client - from small office Networks to High End Multi Processor Web Servers. 

Up to the end of the ‘90’s data backup was mostly concerned with raw data, eg; Simple Accounts Backup, and Word Documents. 

However as computer programs have become more complex and the number of programs on each machine have multiplied, 2 Major Problems have arisen with simple backup.
1. The amount of data to backup became bigger than the backup media. 

First Floppy's and then Zip Disks became too small. CD – Writable’s are often too small to hold enough data for even a small company.
2. Backing up of data alone was not enough. 
In the event of having to restore even a standalone computer, the time taken to reload Windows, Word, Excel, the Accounts Packages, all the Mail Settings and perhaps several other programs, began to exceed a working day, even when complete, many more hours often were needed to get the upgrades and the patches that had accumulated over time. 

The cost and disruption to our clients of even a simple virus or Hard Disk failure, has become tremendous.

Even in the best case scenario, where the client has all the CD's (In a busy every day office, this is not usually so), even with a complete Client System File,  all the registration codes, all the updates from the software vendor + someone remembers the passwords, a restore is still a major job. 

In many cases it maybe a week or 2 before full functionality is restored.
Few companies can sustain this without:

· major loss in terms of overtime, 
· lost business, 
· the anxiety and stress on working relationships, 
· possible permanent damage to the fabric of your company, 
· the cost of employing computer specialist for days on end.
The solution?

Back up the whole system.
Reloading from scratch has become too lengthy, complex, very costly, and is seldom really satisfactory, many settings and functions are lost. 

The amount of data to backup has become very large, in many cases a complete backup and verification of that back up would take a competent operator a full day.
As more people use networks vital data is spread over more than on machine, who knows what to back up? Or How to check that it has been done, when it was done, and is it usable when needed.
Many software programs are now updated, upgraded and otherwise modified over the web. 

It can take many, many hours just to re-update programs after a restore. Documents and Accounts created after these "updates" usually will not work with "original" program unless the upgrade path is followed. 

A Word 2000 Document may not load after restore to Word 97 on the original system disk. If the later program is an upgrade it often will not load without the original disks, which maybe no longer available.
More seriously in a busy work environment back-ups are often skipped, and very seldom does anyone check that the backup actually will restore properly!
Even with even a simple PC System with a single operator, the loss caused by a virus, disk failure or simple operator error, can be massive. 

We have seen several unfortunate incidents where a small business has been in the position of not knowing accurately either the Receivable or Payables  ledger. The Accounts Payable ledger usually sorts itself out but lost Quotations, Costing's, Notes and General Correspondence can take weeks of confusion to sort out, indeed if ever sorted out.
A Complete Backup of the Main Computers, stored off-site, verified and scanned, with no specific operator input or responsibility, with the discipline of an external schedule is the only meaningful protection for any small business.
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