A message from Computer Troubleshooters – April 2003
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SPAM
General

Unsolicited e-mail, often with revolting or fraudulent subject matter is the curse of the Internet. There is little which can be done because:

a) senders use transient dial-up accounts or hacked computers, 

b) many Internet Services Providers (ISPs) are reluctant to block clients – they may get sued, or lose revenue.

 

What can you do?

1. Use software like a filter program called SpamAssassin which can be set up so as to flag those e-mails it believes are spam by adding a label to the beginning of the subject line of the message so you can tell at a glance. 

2. Use a separate email address when you post to newsgroups and mailing lists. 

3. Never use this email address for personal email. Then, you can quickly go through the email in this account to see what's spam and what isn't. And your main personal email address won't be as clogged with spam.

4. Never buy anything from a company that spams. Don't visit their sites or ask for more information. 

5. Do not forward chain letters, petitions, mass mailings, or virus warnings to others. 

6. Spam that is fraudulent or illegal - offering products that don't work or don't exist, contains child pornography, etc, report it to the appropriate authorities. 
7. Do not respond directly to the mail. The From: address is almost always a fake. If it isn't fake, and you respond you are simply verifying your address. 

8. Complain to the postmaster at the sending site and each site that relayed the mail. Make sure you include the full headers when forwarding the mail. 

9. Fight back with your own filters.
Filter all incoming e-mail messages and look for certain aspects which tend to be in "SPAM" e-mail and generally not in normal e-mail. Not all of the unsolicited e-mail messages will fit the caricature of "SPAM" and some genuine e-mails might do so.

Create a mailbox (e.g. "Junk") to store messages after they are filtered. Then:

In Windows and Mac Eudora

1. From the In box, select the message summary of a spam message. 

2. From the Special menu, select Make Filter. The window will  show info on the message. 

3. In the "Match Conditions" area, check Incoming, uncheck Manual, and click the Subject button. In the Subject field, type save, mortgage, lose weight or other words that typically appear as subjects of spam messages.  

4. In the "Action" area, click the Transfer to Existing Mailbox button, click the In button, and select Junk from the list. 

5. Click Create Filter. 

In Windows 2000/XP Outlook

1. Click the folder to which you want to apply a filter (usually, your Inbox). 

2. From the View menu, select Current View and Customize Current View. 

3. On the View Summary screen, click Filter. 

4. Select your filter options. For example, in the Search for the word(s) field, type save, mortgage, lose weight or other words that typically appear as subjects of spam messages. 

5. Use the More Choices and Advanced tabs to specify more criteria and more-refined filters. 

6. Click OK to set the filters. 

In Windows Outlook Express

1. From the Tools menu, select Message Rules and Mail. 

2. Select Rules and click OK. 

In Mac OS X (10.2, aka Jaguar) Mail

1. Go to your In box and select the message summary of a spam message. 

2. Click the Junk button. Intelligence in the program will build filters for you, based on the messages you identify as spam. 

In Netscape Mail

1. In the Messenger window, go to the Edit menu and select Message Filters. 

2. In the Message Filters window, click New. 

3. In the Filter Rules dialog, name the filter, select a "Match" option, and specify filtering criteria (such as subjects containing save, mortgage, lose weight or other suspect words). Route filtered messages to the Junk folder. Click OK. 
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